HORSEIR B9
INSURANCE PLC

Banker’s Blanket Bond
Proposal Form

Note to the Proposer

Notice: Statement pursuant to Section 25(5) of the Insurance Act (Cap 142) or any
amendments thereof; You are to disclose in this application, fully and
faithfully, all the facts which you know or ought to know, otherwise the
policy issued may be void and you may receive nothing from this policy.

Signing or completing this proposal does not bind the Proposer, or any individual or entity
he or she is representing to complete this insurance.

Please provide by addendum any supplementary information which is material to the
response of the questions herein.

All answers should be given as a group response i.e. if any subsidiary company has
different responses these should be provide separately on your headed paper.

Proposer Details

1. Name of Proposer:

2. Principal address of Proposer:
Tel: Fax:
Email address: Website address:

3. Date established:

4. Principal activities/services of Proposer:

5. Number of permanent directors:

6. Number of employees:

(a) Singapore

(b) Overseas

7. Number of locations:

(a) Singapore

(b) Overseas
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Internal Controls and Procedures

1.

BBB Proposal Form (0413)

Does the company have an employee Handbook/Manual? UYes
If “yeS”

(a) does it contain written instructions on all aspects of
YOUF DUSINESS?..cciviiiiiiiieeieeeeeeeeeeeeeeee e UYes

(b) does it clearly define the individual duties of each employee? UYes

(c) does it address security procedures (including electronic
data SECUNLY)? ..o UYes

Are employees trained and re-trained, if necessary, on all aspects of:
(a) physical and electronic data security?.................... UYes
(b) operational procedures? .......ccccccveeiiiiieiiiiee e, UYes

Are all employees required to take an uninterrupted, two week
holiday each calendar year? ..........cccccceeeviiiiiiiiieenennnns QYes

Are the duties of each employee arranged so that no one
employee is permitted to control any transaction from

commencement to completion? ..........cccccveeeeevniiiiiennn. UYes
(a) Do you have an established group recruitment policy

which assesses the suitability for all positions?...... UYes
(b) Do you have established employeeleaving procedures? UYes

Are any branches, subsidiaries or associated companies allowed
to maintain different operational procedures than the Head
Office/Parent Company?.........ccccceeeeeiieiieeie e, UYes

If “Yes”, is prior approval required from Head Office/
Parent ComMpPany?........cccuuuuvuviiriririierrrererereeerereerereee.. UYes

Do you maintain dual control over the handling of:

(8) SECUNMTIES?. ...ttt eee e e ee e UYes
(b) company/corporate cheques and drafts? ............... UYes
(c) dormant accounts (if dormant for longer than 6 months)? UYes
(d) access codes, cyphers, test Keys? .......ccccceieeinnnnes UYes

Is joint custody maintained for the safeguarding of:
(a) access codes, cyphers, test KeyS? .......ccccvvvvvvvrnnnns dYes

(b) access to Property whilst in safes and/or vaults? ... UYes

QNo

UNo
UNo

WNo

UNo
UNo

WNo

WNo

dNo

UNo

QNo

QNo

UNo
UNo
UNo
UNo

UNo
UNo
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Computer Systems

1. Do you operate or subscribe to any automated teller machine
network or electronic point of sale system?...............cccccce.

QOYes

WNo

2. Do you make or receive funds transfer instruction via any of the following methods? :

(a) interbank electronic communications systems
() BACS ..ot
(1) SWIFT oo,
) O A 2 SR
(iV) BanNKWIre .....oovvviieiiiiiiiiiiiieeee
(V) Other, please SPECITY.........ccuuiriiiieeriiiiiee e
(D) INEEINET ...
(&) I (=Tok 1 0] o 1o o= 11 PP
(A)  BIEX e
(E)  FACSIMUIE. .. uuiiiiiiiiiiiiie ittt e e e ee e e e e e eeeeeeaeees
() voice INtiated .......ccooeeieieiiiee e
(g) on-line cash management...........ccccveeiiiiiiiiiiie e

(h) other, please specify:

3. Are all fund transfer instructions subject to a verification and
aUthentiCatioN PrOCESS? .....ccoiiiiiiiiiieiee e

4. Do you secure fund transfer instructions (e.g. through the use
of passwords, encryption, testing, call back or other
AUTNENTICALION)? .

5. Do you permit the transfer of funds via telephonic instruction? ........
If “yes”, in respect of corporate or business accounts only:
(a) is there a written agreement with customers? .........cccccevvvveeeee..
(b) does the written agreement contain transfer limits? ..................
(c) is verification, by someone other than the initiator of the
e T P o o

6. Are passwords used to give varying levels of access to your
computer system and funds transfer systems on the need and
authorisation of User basiS? .....cooiiiiiiiiiiee e

7. Are all key source documents maintained in a secure )
environment prior to being entered into the computer system in
o][dgzr to prevent unauthorised modification or inappropriate use
Of data?......ccccooiiiiiiii
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UYes
UYes
UYes
UYes

UYes
UYes
UYes
OYes
OYes
UYes

QYes

QYes
QYes

QYes
QYes

QYes

QYes

QOYes

UNo
UNo
UNo
UNo

UNo
UNo
UNo
UNo
UNo
UNo

WNo

UNo
WdNo

UNo
UNo

UdNo

WdNo

dNo
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10.

11.

12.

13.

HORSEIR B9
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Are remote terminals kept in a physically secure location

accessible by authorised personnel only?.................cccc,

Do you utilise any recognised software packages to control
access to your computer system?

If “yes”, do you modify such software to your own specifications?

Are your data processing centers physically separated from
other departments?

Do you have an access control system for your data processing
centers?

Are data file generations stored and secured off-site in a
restricted area?

Do you utilise independent contractors to prepare electronic
computer programs?

If “yes”™

(a) are specific parameters in place to restrict their access?...........

(b) are their activities overseen when accessing your computer

(c) are safeguards in place to prevent access to your other

Internet Facility/ E-Commerce

1.

Do you provide an Internet facility? .........ccccccvvvvviieniieneieieieeeieeeeeeeee,

If “yes”, do you offer any of the following?:

(a) product information ONlY...........c..eeveiiiiiiiiiiieee e
(b) account balanCe............cooviiiiiiiiii e
(c) pre-authorised account to account transfers ............cccccceveeeeee.
(d) [oan @pPliCALIONS .......coeiiiiiiiiie e
(e) interactive mortgage applications ..........cccoooeeieeieieiiiiiiciiienes
() business/company account management facilities ....................
() INSUraNCe ProdUCTS...........ueiiiiieiiiiiiiii e

(h) on-line securities dealing.............cooooiiiiiiiii e

(i) other, please specify:

Do you have formal terms and conditions for the use of your
Internet facility, which outline the obligations and

OYes ONo
QYes ONo
QYes ONo
QYes ONo
QdYes ONo
OYes ONo
QdYes ONo
QdYes ONo
SYSEEIM? it UYes UNo
SYSERIMS? .ttt e e e e e e e e ee e UYes UNo
OYes ONo
UYes ONo
UYes ONo
UYes WNo
UYes ONo
UdYes WNo
UYes ONo
UYes UNo
UdYes WNo
QdYes ONo

responsibilities of the USers?........ccccoiiii e
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3. Is the identity of users verified and authenticated?
If “yes”, please identify the method used
(B)  PASSWOIA ...ttt
(b)  ONE-tIME PASSWOI......ceivieiiieiiiiieie e
(c) public/private key encryption..........cccccceeeeiie,
(d) digital signature...........ccoooeiieiiiii

(e) other, please specify

4. Do you encrypt data whilst it is stored or held within your
INternet fAaCIHITY?.....eeeeiee e

5. Are firewalls and/or comparable software used to authorise
access to your Internet facility? .........ooooeeiiiiii i,

If “yes”, do you modify such software to your own
SPECIFICALIONS ....vvviiiiiiiiiiiiiiiii ittt e e e e e e e e e e e aaeeaaeaes

6. Do you use any anti-virus Software? .........ccccccevvveeveeiieiiiiiieeeeeeee,
If “yes” is this upgraded on a regular basis?.......c.ccccccevvvvviveeeeennnnn.

7. Do you monitor and produce reports on intrusion/ unauthorised
ACCESS ACHVILY?...cc o ———

8. Do you restrict access between your Internet facility and your
MaiN COMPULET SYSTEIM P,

9. Do you have a specific department which maintains your
Internet facility (e.g. carrying out program development,
testing, firewall maintenance, intrusion monitoring)? .............ceceeeuun.

10. Do you have a fully tested disaster recovery and business
CONLINUILY PIANZ. ...ttt besebeesresseesesesseseeees

If “yes”, does it include an off-site back-up facility? ..............cccee..e.

Lending Procedures

1. Do you operate and maintain a formal loan policy manual or
similar internal dOCUMENT? ..........uuuuuiiiiiiiiieeeieieee et

If “yes”, does this include:

(@) individual lending lIMitS? ........ccooiiiiiii s
(b) tiered authority 18VEIS? .......ooiieieeeee e
(&) I (=2 o L1 To o3 11 (=T = 1R

(d) collateral requirements and authentication procedures
(e.g. property, letter of credit, bill of exchanc);e,

2. Are all loans independently reviewed to ensure compliance
with the loan policy manual or similar internal document?................

UdYes WNo
UdYes UNo
OYes ONo
OYes ONo
OYes ONo
UYes UNo
OYes ONo
QYes UNo
QYes UNo
OYes UNo
OYes ONo
OYes UONo
OYes ONo
OYes ONo
QYes UONo
QdYes ONo
QYes UONo
OYes ONo
QdYes ONo
certificate of deposit, securities and the like)? ...........cccccceennnnees QdYes ONo
QdYes ONo
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BBB Proposal Form (0413)



HORSEIR B9
INSURANCE PLC

Fund/Investment/Asset Management Companies

Only complete if the Proposer offers such services to third parties

1.

Are transactions only entered into on the basis of appropriate
authorisation in accordance with management criteria?................... QYes UNo

Has management defined and communicated formal trading
policies and dealing lIMitS? ..........ccooiiiiiiiiiiiiie e UYes UNo

Are trading transactions and positions reviewed for
compliance with formal trading policies manual or similar
iINternal dOCUMENT? .......ooiiiiiiiiiie e UYes UNo

Are accounts of trades which exceed set limits identified or
rectified or referred to senior management for inmediate
ACHIONT oot QYes UNo

Do counterparties receive authorised confirmation for all
deals prior to settlement 2.......ccoooi oo UYes UNo

Is the book of investments and securities periodically
substantiated and evaluated against recorded values
independently of the dealer and fund managers ? .......cccccvevvvveveeeen. QdYes UNo

Are responsibilities for investment decisions segregated from
accounting activities and custodial responsibilities?...........ccccvvveeeee. QdYes UNo

Insurance Companies

Only complete if the Proposer offers such services to third parties

1.

Do you operate and maintain a formal underwriting manual
in respect of all classes of insurance Written? ...........ccccvevveeveeveeenenen. QYes UNo

]I?Iﬁas_e indicate where business production is obtained from as a percentage of the
ollowing:

(a) agents ON COMMISSION ........uvuuuurreeeieriieeeiereeereeereeeeeerreeereeereereees
(o) I e T =T o A= 1= PP
(c) brokers/consultants...........coooeeieiii

(d) other, please SPEeCIY ........ccooiiiiiiiii i

Are clients/brokers/agents instructed to pay premium in the
PropoSser’'s NAME?.... ..o eenee UYes UNo

Is the department/ individual designated to receive Premium
completely divorced from the day to day handling o
DUSINESS? . UYes UWNo

Is responsibility for claims inspection/settlement completely
divorced from underwriting?.............ccoooi i QYes UNo

Are all claims examined and agreed by a minimum of two
authorised individuals before payment is made who ensure
that claim payments are made direct to your insured? ..................... QYes UNo
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Audit and Compliance

1. Do you have an internal audit department which has separate
duties from the auditing services provided by an external
ACCOUNTANT? L.ttt e et e e e e e e ae e s
If “yesu,

(a) is there a formal written audit programme which includes
] 10 o | PP

(b) is there an established audit cycle which encompasses all
0T 01=T =1 1 0] 1S3

(c) are the internal audit department independent of any other
fUNCHION? Lo e

(d) are written reports made to either an audit committee or
an individual that reports to the Board of Directors?..................

(e) do you have procedures in place to monitor the
implementation of recommendations made by the internal
audit department? .......ccccceiiii

() does the audit team periodically review the segregation of
duties, accuracy of records, management and supervisory
procedures and the physical and non-physical
INterNal CONIOIS?.....ovvviiiiiiieiie e,

2. (a) are you audited annually by a chartered accountant? ...............

(b) do they review the internal controls and report their
fINAINGS? oo

(c) has your accountant made any recommendation in the
[AST TWO YBAIS? ...uuvuvuiiiiiiiiiiiiiiiiiritaerrrereerrersrrssressressressressrererereees

If “yes”,
(i) have such recommendations been complied with?.............
If “no”,

(i) have you adopted alternatives arrangements to
the satisfaction of your accountant?..................ccoeeeeeeeennn.

3. Do you have a com‘oliance officer who monitors and
implements all regulatory directives, rules, principles and
QUIAEIINES? et e e
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QYes

QYes

QYes

QYes

QYes

QYes

UYes
UYes

OYes

QYes

QYes

QYes

QYes

WNo

WNo

WNo

WNo

QNo

dNo

UNo
UNo

WNo

dNo

WdNo

WNo

WNo
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Values at Risk

1. Please state the maximum value of securities (including negotiable collateral,
unissued stock certificates etc.):

(a) at head office

(b) at branches

(c) with custodians

2. Please state the maximum amount of cash:

(a) at head office

(b) at branches

(c) atindividual tellers

(d) within automated teller machines

(e) with custodians

3. Please state the maximum amounts/ values carried by:
(a) armoured motor vehicle:

(i) cash

(i) securities

(b) messengers:

(i) cash

(i) securities
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Loss Information

1. Please give brief details of any loss sustained by the Proposer (whether insured or
uninsured) during the past 5 years as follows:

Nature of Loss Date of Discovery  Location Amount of Loss

2. Does the Proposer, after full enquiry, or any of its directors,
officers, partners or trustees have any knowledge, of any
act, omission, fact, event or circumstance which might give
rise to a loss under this proposed INSUraNCe? .........ccccevvvviivveneeeenn. QYes UNo

If “yes”, please provide details on a separate sheet.

3. Inthe event that a loss has been discovered, has the Proposer
taken remedial action to prevent or avoid recurrence?.. UYes UNo

Please Enclose With This Proposal Form

The latest Audited Annual Report and Financial Statements
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Declaration

| declare that statements and particulars in this proposal form are true and no material
facts have been misstated or suppressed after full enquiry. | agree that this proposal,
together with any other information supplied shall form the basis of the contract of
Insurance affected thereon. | undertake to inform Insurers of any material alteration to
those facts occurring before the completion of the contract of Insurance.
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A material fact is one which would influence the acceptance or assessment of the risk.

THE e
(authorised signatory of the Proposer)

COMPANY s

SIGNING THIS PROPOSAL DOES NOT BIND THE PROPOSER TO COMPLETE THIS
INSURANCE.
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